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(U//LES) Bronx Bloods Members Communicating Through PlayStation
Network (PSN)

(U//LES) FBI New Y ork case information indicates that Bloods gang membersin the Bronx,
NY are utilizing PlayStation Network (PSN) to communicate each other while on house arrest.
Identified Bloods will post their “PSN tag name”, a self-generated ID used to identify individual
users, on socia networking web-sites and invite others to connect with them using their
PlayStation 3 gaming system. These individuals have been observed sharing “tag names’ with
each other and discussing intentions to communicate through PSN.'

(V) PlayStation Network is an online multiplayer gaming and digital media delivery service
which has been available to PlayStation users since November 2006. PSN allows gamers with
PlayStation 3 or PlayStation Portable (PSP) gaming consoles to connect with each other and
communicate inside of video games." Gamers can use either awired router connection, wireless
connection, or amodem connection to gain access to the PSN through their gaming system.
Whileinside of avideo game, users can communicate viavoice, text, or video chat, requiring the
purchase of only a head set and/or webcam. There are approximately 77 million registered PSN
accounts in over 60 countries where gamers can communicate with each other, anywhere in the
world, in amatter of seconds."

(U) Law Enforcement Sensitive: Thisinformation isthe property of the FBI and may be distributed to
state, tribal, or local gover nment law enfor cement officialswith a need-to-know. Further distribution
without FBI authorization is prohibited. Precautions should betaken to ensurethisinfor mation is stored
and/or destroyed in a manner that precludes unauthorized access.

(U) Warning: Thisisan information report, not finally evaluated intelligence. It isbeing shared for
infor mational purposes but has not been fully evaluated, integrated with other information, interpreted,
or analyzed. Receiving agencies are cautioned not to take actions based solely on thisraw reporting
unlessthe information isindependently verified. A presumption of innocence still existsfor any person
being reported on in thisreport.

(U) Note: This product reflects the views of New York and has not been vetted by FBI Headquarters.
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(U) Some of the services provided by PSN to facilitate user communication include™:

e (V) Friend List: Users can maintain alist of up to 100 additional players that allows them
to keep track of their activity and aert them to when they are signed into their game.

* (V) Instant Messaging: Users can communicate viatext conversations with other players
signed into the same video game.

¢ (U) Multiplayer Gaming: Users can link up to seven PS3 controllersto their own gaming
system and/or connect online with large groups of other players.

* (V) Voice/Video Chat/Cross Game Chat Rooms: Users can communicate to other players
through Bluetooth/USB Headsets and/or PlayStation Eye/Eye Toy Webcams. (Analyst

Note: Video chats only require a Webcam as they already have microphones built-in).
* (V) Internet Browser and Google Search Engine
* (V) Video download/sharing services
* (V) PlayStation Home: A virtual 3D socia network gaming service alowing usersto
create a custom avatar, interact and connect with friends and other usersin a virtual
world. As of December 2010, there were approximately 17 million users and over 600
organized events held in this virtual world.
(V) Facebook Access

(V) State and local law enforcement may have additional insights regarding this tradecraft.

(U) FBI Comment: Please contact FBI New Y ork with any positive information regarding this
Situational Information Report or other street-gang activitiesin the New Y ork City area.

(U) Thisreport has been prepared by the New Y ork Division of the FBI. Comments and queries may be addressed
to the New Y ork Field Intelligence Group at 212-384-4488.

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE
2



UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE

(V) Endnotes
'(U/ILES) FBI Reporting, 05/23/2011
' (U//FOUO)FBI Reporting, 10/06/2010

(V) “Official PlayStation Website — PlayStation Network — Online Gaming”. Sony Computer
Entertainment America. http://www.us.playstation.com/psn.
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